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Chapter 1. Introduction
Welcome,gentlereader, to Rusty’sUnreliableGuideto Linux KernelHacking.This documentdescribes
thecommonroutinesandgeneralrequirementsfor kernelcode:its goalis to serveasaprimerfor Linux
kerneldevelopmentfor experiencedC programmers.I avoid implementationdetails:that’swhatthecode
is for, andI ignorewholetractsof usefulroutines.

Beforeyou readthis,pleaseunderstandthatI neverwantedto write thisdocument,beinggrossly
under-qualified,but I alwayswantedto readit, andthiswastheonly way. I hopeit will grow into a
compendiumof bestpractice,commonstartingpointsandrandominformation.
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Chapter 2. The Players
At any time eachof theCPUsin asystemcanbe:

• not associatedwith any process,servinga hardwareinterrupt;

• not associatedwith any process,servinga softirq, taskletor bh;

• runningin kernelspace,associatedwith a process;

• runninga processin userspace.

Thereis astrict orderingbetweenthese:otherthanthelastcategory (userspace)eachcanonly be
pre-emptedby thoseabove.For example,while asoftirq is runningon aCPU,no othersoftirqwill
pre-emptit, but ahardwareinterruptcan.However, any otherCPUsin thesystemexecuteindependently.

We’ll seea numberof waysthattheusercontext canblock interrupts,to becometruly non-preemptable.

User Context
Usercontext is whenyou arecomingin from a systemcall or othertrap:youcansleep,andyouown the
CPU(exceptfor interrupts)until youcall schedule(). In otherwords,usercontext (unlikeuserspace)
is not pre-emptable.

Note: You are always in user context on module load and unload, and on operations on the block
device layer.

In usercontext, thecurrent pointer(indicatingthetaskwearecurrentlyexecuting)is valid, and
in_interrupt() (include/asm/hardirq.h) is false.

Caution
Beware that if you have interrupts or bottom halves disabled (see below),
in_interrupt() will return a false positive.

Hardware Interrupts (Hard IRQs)
Timer ticks,network cardsandkeyboardareexamplesof realhardwarewhichproduceinterruptsat any
time.Thekernelrunsinterrupthandlers,whichservicesthehardware.Thekernelguaranteesthatthis
handleris never re-entered:if anotherinterruptarrives,it is queued(or dropped).Becauseit disables

6



Chapter2. ThePlayers

interrupts,this handlerhasto befast:frequentlyit simply acknowledgestheinterrupt,marksa ‘software
interrupt’ for executionandexits.

You cantell youarein a hardwareinterrupt,becausein_irq() returnstrue.

Caution
Beware that this will return a false positive if interrupts are disabled (see below).

Software Interrupt Context: Bottom Halves,
Tasklets, softirqs
Wheneverasystemcall is aboutto returnto userspace,or ahardwareinterrupthandlerexits, any
‘softwareinterrupts’which aremarkedpending(usuallyby hardwareinterrupts)arerun
(kernel/softirq.c).

Much of therealinterrupthandlingwork is donehere.Early in thetransitionto SMP,therewereonly
‘bottom halves’ (BHs),whichdidn’t takeadvantageof multiple CPUs.Shortlyafterwe switchedfrom
wind-upcomputersmadeof match-sticksandsnot,weabandonedthis limitation.

include/linux/interrupt.h lists thedifferentBH’s.No matterhow many CPUsyouhave,no two
BHs will runat thesametime.This madethetransitionto SMPsimpler, but suckshardfor scalable
performance.A very importantbottomhalf is thetimerBH (include/linux/timer.h): youcan
registerto have it call functionsfor you in a givenlengthof time.

2.3.43introducedsoftirqs,andre-implementedthe(now deprecated)BHsunderneaththem.Softirqsare
fully-SMP versionsof BHs: they canrunon asmany CPUsat onceasrequired.Thismeansthey needto
dealwith any racesin shareddatausingtheir own locks.A bitmaskis usedto keeptrackof which are
enabled,sothe32 availablesoftirqsshouldnot beusedup lightly. (Yes, peoplewill notice).

tasklets(include/linux/interrupt.h) arelike softirqs,exceptthey aredynamically-registrable
(meaningyoucanhaveasmany asyou want),andthey alsoguaranteethatany taskletwill only runon
oneCPUat any time,althoughdifferenttaskletscanrunsimultaneously(unlikedifferentBHs).

Caution
The name ‘tasklet’ is misleading: they have nothing to do with ‘tasks’, and probably
more to do with some bad vodka Alexey Kuznetsov had at the time.

You cantell youarein a softirq (or bottomhalf, or tasklet)usingthein_softirq() macro
(include/asm/softirq.h).
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Chapter2. ThePlayers

Caution
Beware that this will return a false positive if a bh lock (see below) is held.
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Chapter 3. Some Basic Rules

No memoryprotection

If youcorruptmemory, whetherin usercontext or interruptcontext, thewholemachinewill crash.
Are yousureyoucan’t do whatyou wantin userspace?

No floatingpointor MMX

TheFPUcontext is not saved;evenin usercontext theFPUstateprobablywon’t correspondwith
thecurrentprocess:youwould messwith someuserprocess’FPUstate.If you reallywantto do
this,youwould haveto explicitly save/restorethefull FPUstate(andavoid context switches).It is
generallya badidea;usefixedpoint arithmeticfirst.

A rigid stacklimit

Thekernelstackis about6K in 2.2(for mostarchitectures:it’sabout14K on theAlpha),and
sharedwith interruptssoyoucan’t useit all. Avoid deeprecursionandhugelocal arrayson the
stack(allocatethemdynamicallyinstead).

TheLinux kernelis portable

Let’s keepit thatway. Your codeshouldbe64-bit clean,andendian-independent.You shouldalso
minimizeCPUspecificstuff, e.g.inline assemblyshouldbecleanlyencapsulatedandminimizedto
easeporting.Generallyit shouldberestrictedto thearchitecture-dependentpartof thekerneltree.
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Chapter 4. ioctls: Not writing a new
system call
A systemcall generallylookslike this

asmlinkage int sys_mycall(int arg)
{

return 0;
}

First, in mostcasesyoudon’t wantto createa new systemcall. You createacharacterdeviceand
implementanappropriateioctl for it. This is muchmoreflexible thansystemcalls,doesn’t haveto be
enteredin everyarchitecture’sinclude/asm/unistd.h andarch/kernel/entry.S file, andis
muchmorelikely to beacceptedby Linus.

Insidetheioctl you’re in usercontext to a process.Whenaerroroccursyou returna negatederrno(see
include/linux/errno.h), otherwiseyou return0.

After yousleptyoushouldcheckif a signaloccurred:theUnix/Linux wayof handlingsignalsis to
temporarilyexit thesystemcall with the-ERESTARTSYS error. Thesystemcall entrycodewill switch
backto usercontext, processthesignalhandlerandthenyoursystemcall will berestarted(unlessthe
userdisabledthat).Soyoushouldbepreparedto processtherestart,e.g.if you’re in themiddleof
manipulatingsomedatastructure.

if (signal_pending())
return -ERESTARTSYS;

If you’redoinglongercomputations:first think userspace.If you reallywantto do it in kernelyoushould
regularlycheckif you needto giveup theCPU(rememberthereis cooperativemultitaskingperCPU).
Idiom:

if (current-
�
need_resched)

schedule(); /* Will sleep */

A shortnoteon interfacedesign:theUNIX systemcall mottois "Providemechanismnot policy".
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Chapter 5. Recipes for Deadlock
You cannotcall any routineswhich maysleep,unless:

• You arein usercontext.

• You donot own any spinlocks.

• You have interruptsenabled(actually, Andi Kleensaysthattheschedulingcodewill enablethemfor
you,but that’sprobablynot whatyouwanted).

Notethatsomefunctionsmaysleepimplicitly: commononesaretheuserspaceaccessfunctions
(*_user)andmemoryallocationfunctionswithoutGFP_ATOMIC.

You will eventuallylock up yourbox if you breaktheserules.

Really.
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Chapter 6. Common Routines

printk() include/linux/kernel.h

printk() feedskernelmessagesto theconsole,dmesg,andthesyslogdaemon.It is usefulfor
debuggingandreportingerrors,andcanbeusedinsideinterruptcontext, but usewith caution:a machine
which hasits consolefloodedwith printk messagesis unusable.It usesa formatstringmostlycompatible
with ANSI C printf, andC stringconcatenationto give it a first "priority" argument:

printk(KERN_INFO "i = %u\n", i);

Seeinclude/linux/kernel.h; for otherKERN_values;theseareinterpretedby syslogasthelevel.
Specialcase:for printinganIP addressuse

__u32 ipaddress;
printk(KERN_INFO "my ip: %d.%d.%d.%d\n", NIPQUAD(ipaddress));

printk() internallyusesa 1K buffer anddoesnotcatchoverruns.Makesurethatwill beenough.

Note: You will know when you are a real kernel hacker when you start typoing printf as printk in your
user programs :)

Note: Another sidenote: the original Unix Version 6 sources had a comment on top of its printf
function: "Printf should not be used for chit-chat". You should follow that advice.

copy_[to/from]_user() / get_user() / put_user()
include/asm/uaccess.h

[SLEEPS]

put_user() andget_user() areusedto getandput singlevalues(suchasanint, char, or long) from
andto userspace.A pointerinto userspaceshouldneverbesimplydereferenced:datashouldbecopied
usingtheseroutines.Both return-EFAULT or 0.

copy_to_user() andcopy_from_user() aremoregeneral:they copy anarbitraryamountof datato
andfrom userspace.
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Chapter6. CommonRoutines

Caution
Unlike put_user() and get_user(), they return the amount of uncopied data (ie.
0 still means success).

[Yes,this moronicinterfacemakesmecringe.Pleasesubmitapatchandbecomemy hero–RR.]

Thefunctionsmaysleepimplicitly. Thisshouldneverbecalledoutsideusercontext (it makesno sense),
with interruptsdisabled,or aspinlockheld.

kmalloc()/kfree() include/linux/slab.h

[MAY SLEEP:SEEBELOW]

Theseroutinesareusedto dynamicallyrequestpointer-alignedchunksof memory, likemallocandfree
do in userspace,but kmalloc() takesanextraflagword. Importantvalues:

GFP_KERNEL

May sleepandswapto freememory. Only allowedin usercontext, but is themostreliableway to
allocatememory.

GFP_ATOMIC

Don’t sleep.LessreliablethanGFP_KERNEL, but maybecalledfrom interruptcontext. Youshould
really havea goodout-of-memoryerror-handlingstrategy.

GFP_DMA

AllocateISA DMA lower than16MB. If you don’t know whatthatis youdon’t needit. Very
unreliable.

If you seea kmem_grow: Callednonatomicallyfrom int warningmessageyoucalleda memory
allocationfunctionfrom interruptcontext withoutGFP_ATOMIC. You shouldreally fix that.Run,don’t
walk.

If you areallocatingat leastPAGE_SIZE (include/asm/page.h) bytes,considerusing
__get_free_pages() (include/linux/mm.h). It takesanorderargument(0 for pagesized,1 for
doublepage,2 for four pagesetc.)andthesamememorypriority flag wordasabove.

If you areallocatingmorethana pageworth of bytesyoucanusevmalloc(). It’ ll allocatevirtual
memoryin thekernelmap.Thisblock is notcontiguousin physicalmemory, but theMMU makesit look
like it is for you (soit’ ll only look contiguousto theCPUs,not to externaldevicedrivers).If you really
needlargephysicallycontiguousmemoryfor someweird device,youhaveaproblem:it is poorly
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Chapter6. CommonRoutines

supportedin Linux becauseaftersometime memoryfragmentationin a runningkernelmakesit hard.
Thebestway is to allocatetheblock earlyin thebootprocess.

Beforeinventingyourown cacheof often-usedobjectsconsiderusingaslabcachein
include/linux/slab.h

current include/asm/current.h

This globalvariable(reallya macro)containsa pointerto thecurrenttaskstructure,sois only valid in
usercontext. For example,whena processmakesa systemcall, thiswill point to thetaskstructureof the
calling process.It is not NULL in interruptcontext.

local_irq_save()/local_irq_restore()
include/asm/system.h

Theseroutinesdisablehardinterruptson thelocalCPU,andrestorethem.They arereentrant;saving the
previousstatein their oneunsigned long flags argument.If youknow thatinterruptsareenabled,
you cansimplyuselocal_irq_disable() andlocal_irq_enable().

local_bh_disable()/local_bh_enable()
include/asm/softirq.h

Theseroutinesdisablesoft interruptson thelocalCPU,andrestorethem.They arereentrant;if soft
interruptsweredisabledbefore,they will still bedisabledafterthispair of functionshasbeencalled.
They preventsoftirqs,taskletsandbottomhalvesfrom runningon thecurrentCPU.

smp_processor_id()/cpu_[number/logical]_map()
include/asm/smp.h

smp_processor_id() returnsthecurrentprocessornumber, between0 andNR_CPUS(themaximum
numberof CPUssupportedby Linux, currently32).Thesevaluesarenot necessarilycontinuous:to geta
numberbetween0 andsmp_num_cpus() (thenumberof actualprocessorsin this machine),the
cpu_number_map() functionis usedto maptheprocessorid to a logical number.
cpu_logical_map() doesthereverse.
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Chapter6. CommonRoutines

__init/__exit/__initdata include/linux/init.h

After boot,thekernelfreesup aspecialsection;functionsmarkedwith __init anddatastructuresmarked
with __initdataaredroppedafterbootis complete(within modulesthisdirective is currentlyignored).
__exit is usedto declarea functionwhich is only requiredon exit: thefunctionwill bedroppedif thisfile
is not compiledasa module.Seetheheaderfile for use.

__initcall()/module_init()
include/linux/init.h

Many partsof thekernelarewell servedasa module(dynamically-loadablepartsof thekernel).Using
themodule_init() andmodule_exit() macrosit is easyto write codewithout #ifdefswhich can
operatebothasamoduleor built into thekernel.

Themodule_init() macrodefineswhich functionis to becalledatmoduleinsertiontime (if thefile is
compiledasa module),or atboottime: if thefile is not compiledasa modulethemodule_init()
macrobecomesequivalentto __initcall(), which throughlinkermagicensuresthatthefunctionis
calledon boot.

Thefunctioncanreturnanegativeerrornumberto causemoduleloadingto fail (unfortunately, this has
no effect if themoduleis compiledinto thekernel).For modules,this is calledin usercontext, with
interruptsenabled,andthekernellock held,soit cansleep.

module_exit() include/linux/init.h

This macrodefinesthefunctionto becalledat moduleremoval time (or never, in thecaseof thefile
compiledinto thekernel).It will only becalledif themoduleusagecounthasreachedzero.This
functioncanalsosleep,but cannotfail: everythingmustbecleanedup by thetime it returns.

MOD_INC_USE_COUNT/MOD_DEC_USE_COUNT
include/linux/module.h

Thesemanipulatethemoduleusagecount,to protectagainstremoval (a modulealsocan’t beremovedif
anothermoduleusesoneof its exportedsymbols:seebelow). Everyreferenceto themodulefrom user
context shouldbereflectedby this counter(e.g.for everydatastructureor socket)beforethefunction
sleeps.To quoteTim Waugh:

/* THIS IS BAD */
foo_open (...)
{
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Chapter6. CommonRoutines

stuff..
if (fail)

return -EBUSY;
sleep.. (might get unloaded here)
stuff..
MOD_INC_USE_COUNT;
return 0;

}

/* THIS IS GOOD /
foo_open (...)
{

MOD_INC_USE_COUNT;
stuff..
if (fail) {

MOD_DEC_USE_COUNT;
return -EBUSY;

}
sleep.. (safe now)
stuff..
return 0;

}
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Chapter 7. Wait Queues
include/linux/wait.h

[SLEEPS]

A wait queueis usedto wait for someoneto wakeyou upwhenacertainconditionis true.They mustbe
usedcarefullyto ensurethereis noracecondition.Youdeclareawait_queue_head_t,andthenprocesses
which wantto wait for thatconditiondeclarea wait_queue_treferringto themselves,andplacethatin
thequeue.

Declaring
You declarea wait_queue_head_tusingtheDECLARE_WAIT_QUEUE_HEAD() macro,or usingthe
init_waitqueue_head() routinein your initializationcode.

Queuing
Placingyourselfin thewaitqueueis fairly complex, becauseyoumustput yourselfin thequeuebefore
checkingthecondition.Thereis amacroto do this:wait_event_interruptible()
include/linux/sched.h Thefirst argumentis thewait queuehead,andthesecondis anexpression
which is evaluated;themacroreturns0 whenthis expressionis true,or -ERESTARTSYSif asignalis
received.Thewait_event() versionignoressignals.

Waking Up Queued Tasks
Call wake_up() include/linux/sched.h;, whichwill wake upeveryprocessin thequeue.The
exceptionis if onehasTASK_EXCLUSIVE set,in whichcasetheremainderof thequeuewill notbe
woken.
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Chapter 8. Atomic Operations
Certainoperationsareguaranteedatomicon all platforms.Thefirst classof operationswork on atomic_t
include/asm/atomic.h; thiscontainsa signedinteger(at least32 bits long),andyou mustusethese
functionsto manipulateor readatomic_tvariables.atomic_read() andatomic_set() getandsetthe
counter, atomic_add(), atomic_sub(), atomic_inc(), atomic_dec(), and
atomic_dec_and_test() (returnstrueif it wasdecrementedto zero).

Yes.It returnstrue(i.e. != 0) if theatomicvariableis zero.

Notethatthesefunctionsareslower thannormalarithmetic,andsoshouldnot beusedunnecessarily. On
someplatformsthey aremuchslower, like32-bitSparcwherethey usea spinlock.

Thesecondclassof atomicoperationsis atomicbit operations,definedin include/asm/bitops.h.
Theseoperationsgenerallytake apointerto thebit pattern,anda bit number:0 is theleastsignificantbit.
set_bit(), clear_bit() andchange_bit() set,clear, andflip thegivenbit.
test_and_set_bit(), test_and_clear_bit() andtest_and_change_bit() do thesamething,
exceptreturntrueif thebit waspreviouslyset;theseareparticularlyusefulfor verysimplelocking.

It is possibleto call theseoperationswith bit indicesgreaterthan31.Theresultingbehavior is strangeon
big-endianplatformsthoughsoit is a goodideanot to do this.
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Chapter 9. Symbols
Within thekernelproper, thenormallinking rulesapply(ie. unlessasymbolis declaredto befile scope
with thestatickeyword, it canbeusedanywherein thekernel).However, for modules,aspecialexported
symboltableis keptwhich limits theentrypointsto thekernelproper. Modulescanalsoexport symbols.

EXPORT_SYMBOL() include/linux/module.h

This is theclassicmethodof exportingasymbol,andit worksfor bothmodulesandnon-modules.In the
kernelall thesedeclarationsareoftenbundledinto asinglefile to helpgenksyms(whichsearchessource
files for thesedeclarations).Seethecommenton genksymsandMakefilesbelow.

EXPORT_SYMTAB

For convenience,amoduleusuallyexportsall non-file-scopesymbols(ie. all thosenotdeclaredstatic).If
this is definedbeforeinclude/linux/module.h is included,thenonly symbolsexplicit exportedwith
EXPORT_SYMBOL() will beexported.
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Chapter 10. Routines and Conventions

Double-linked lists include/linux/list.h

Therearethreesetsof linked-listroutinesin thekernelheaders,but thisoneseemsto bewinningout
(andLinushasusedit). If youdon’t havesomeparticularpressingneedfor a singlelist, it’sa good
choice.In fact,I don’t carewhetherit’sagoodchoiceor not, just useit sowecangetrid of theothers.

Return Conventions
For codecalledin usercontext, it’s verycommonto defyC convention,andreturn0 for success,anda
negativeerrornumber(eg. -EFAULT) for failure.Thiscanbeunintuitiveatfirst, but it’s fairly
widespreadin thenetworkingcode,for example.

ThefilesystemcodeusesERR_PTR() include/linux/fs.h; to encodea negativeerrornumberinto a
pointer, andIS_ERR() andPTR_ERR() to getit backoutagain:avoidsaseparatepointerparameterfor
theerrornumber. Icky, but in a goodway.

Breaking Compilation
Linusandtheotherdeveloperssometimeschangefunctionor structurenamesin developmentkernels;
this is not donejust to keepeveryoneon their toes:it reflectsa fundamentalchange(eg. canno longerbe
calledwith interruptson,or doesextrachecks,or doesn’t do checkswhich werecaughtbefore).Usually
this is accompaniedby a fairly completenoteto thelinux-kernelmailing list; searchthearchive.Simply
doinga globalreplaceon thefile usuallymakesthingsworse.

Initializing structure members
Thepreferredmethodof initializing structuresis to usethegccLabeledElementsextension,eg:

static struct block_device_operations opt_fops = {
open: opt_open,
release: opt_release,
ioctl: opt_ioctl,
check_media_change: opt_media_change,

};
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Chapter10.RoutinesandConventions

This makesit easyto grepfor, andmakesit clearwhich structurefieldsareset.Youshoulddo this
becauseit lookscool.

GNU Extensions
GNU Extensionsareexplicitly allowedin theLinux kernel.Notethatsomeof themorecomplex ones
arenot verywell supported,dueto lackof generaluse,but thefollowing areconsideredstandard(seethe
GCCinfo pagesection"C Extensions"for moredetails- Yes,really theinfo page,themanpageis only a
shortsummaryof thestuff in info):

• Inline functions

• Statementexpressions(ie. the({ and}) constructs).

• Declaringattributesof a function/ variable/ type(__attribute__)

• Labeledelements

• typeof

• Zerolengtharrays

• Macrovarargs

• Arithmetic onvoid pointers

• Non-Constantinitializers

• AssemblerInstructions(notoutsidearch/andinclude/asm/)

• Functionnamesasstrings(__FUNCTION__)

• __builtin_constant_p()

Bewary whenusinglong long in thekernel,thecodegccgeneratesfor it is horribleandworse:division
andmultiplicationdoesnotwork on i386becausetheGCCruntimefunctionsfor it aremissingfrom the
kernelenvironment.

C++
UsingC++ in thekernelis usuallyabadidea,becausethekerneldoesnot providethenecessaryruntime
environmentandtheincludefiles arenot testedfor it. It is still possible,but not recommended.If you
really wantto do this, forgetaboutexceptionsat least.
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Chapter10.RoutinesandConventions

#if
It is generallyconsideredcleanerto usemacrosin headerfiles (or at thetop of .c files) to abstractaway
functionsratherthanusing‘#if ’ pre-processorstatementsthroughoutthesourcecode.
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Chapter 11. Putting Your Stuff in the
Kernel
In orderto getyourstuff into shapefor official inclusion,or evento makeaneatpatch,there’s
administrativework to bedone:

• Figureoutwhosepondyou’vebeenpissingin. Look at thetopof thesourcefiles, insidethe
MAINTAINERS file, andlastof all in theCREDITS file. You shouldcoordinatewith this personto make
sureyou’renot duplicatingeffort, or trying somethingthat’salreadybeenrejected.

Makesureyou putyournameandEMail addressat thetopof any filesyoucreateor mangle
significantly. This is thefirst placepeoplewill look whenthey find a bug,or whenthey wantto makea
change.

• Usuallyyouwantaconfigurationoptionfor yourkernelhack.Edit Config.in in theappropriate
directory(but underarch/ it’s calledconfig.in). TheConfigLanguageusedis not bash,even
thoughit lookslikebash;thesafeway is to useonly theconstructsthatyoualreadyseein Config.in

files (seeDocumentation/kbuild/config-language.txt). It’ sgoodto run "makexconfig"at
leastonceto test(becauseit’s theonly onewith a staticparser).

Variableswhich canbeY or N usebool followedby a taglineandtheconfigdefinename(whichmust
startwith CONFIG_).Thetristatefunctionis thesame,but allows theanswerM (whichdefines
CONFIG_foo_MODULEin yoursource,insteadof CONFIG_FOO)if CONFIG_MODULESis
enabled.

You maywell wantto makeyourCONFIGoptiononly visible if CONFIG_EXPERIMENTAL is
enabled:this servesasa warningto users.Theremany otherfancy thingsyoucando: seethethe
variousConfig.in files for ideas.

• Edit theMakefile: theCONFIGvariablesareexportedheresoyoucanconditionalizecompilation
with ‘ifeq’. If yourfile exportssymbolsthenaddthenamesto MX_OBJS or OX_OBJS insteadof
M_OBJS or O_OBJS, sothatgenksymswill find them.

• Documentyouroptionin Documentation/Configure.help.Mentionincompatibilitiesandissueshere.
Definitely endyourdescriptionwith “ if in doubt,sayN ” (or, occasionally, ‘Y’); this is for people
who haveno ideawhatyouaretalkingabout.

• Putyourselfin CREDITS if you’vedonesomethingnoteworthy, usuallybeyonda singlefile (your
nameshouldbeat thetop of thesourcefiles anyway).MAINTAINERS meansyouwantto beconsulted
whenchangesaremadeto a subsystem,andhearaboutbugs;it impliesamore-than-passing
commitmentto somepartof thecode.
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Chapter 12. Kernel Cantrips
Somefavoritesfrom browsingthesource.Feelfreeto addto this list.

include/linux/brlock.h:

extern inline void br_read_lock (enum brlock_indices idx)
{

/*
* This causes a link-time bug message if an
* invalid index is used:
*/

if (idx >= __BR_END)
__br_lock_usage_bug();

read_lock(&__brlock_array[smp_processor_id()][idx]);
}

include/linux/fs.h:

/*
* Kernel pointers have redundant information, so we can use a
* scheme where we can return either an error code or a dentry
* pointer with the same return value.
*
* This should be a per-architecture thing, to allow different
* error and pointer decisions.
*/
#define ERR_PTR(err) ((void *)((long)(err)))
#define PTR_ERR(ptr) ((long)(ptr))
#define IS_ERR(ptr) ((unsigned long)(ptr) > (unsigned long)(-1000))

include/asm-i386/uaccess.h:

#define copy_to_user(to,from,n) \
(__builtin_constant_p(n) ? \
__constant_copy_to_user((to),(from),(n)) : \
__generic_copy_to_user((to),(from),(n)))

arch/sparc/kernel/head.S:

/*
* Sun people can’t spell worth damn. "compatability" indeed.
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* At least we *know* we can’t spell, and use a spell-checker.
*/

/* Uh, actually Linus it is I who cannot spell. Too much murky
* Sparc assembly will do this to ya.
*/

C_LABEL(cputypvar):
.asciz "compatability"

/* Tested on SS-5, SS-10. Probably someone at Sun applied a spell-checker. */
.align 4

C_LABEL(cputypvar_sun4m):
.asciz "compatible"

arch/sparc/lib/checksum.S:

/* Sun, you just can’t beat me, you just can’t. Stop trying,
* give up. I’m serious, I am going to kick the living shit
* out of you, game over, lights out.
*/
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