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Chapter 1. Introduction

Welcome gentlereaderto Rusty’s UnreliableGuideto Linux KernelHacking.This documentescribes
thecommonroutinesandgenerakequirements$or kernelcode:its goalis to sene asaprimerfor Linux

kerneldevelopmentfor experiencedC programmersl avoid implementatiordetails:that's whatthecode
is for, andl ignorewholetractsof usefulroutines.

Beforeyoureadthis, pleaseunderstandhat| never wantedto write this documentpeinggrossly
underqualified,but | alwayswantedto readit, andthis wasthe only way. | hopeit will grow into a
compendiunof bestpractice commonstartingpointsandrandominformation.



Chapter 2. The Players

At ary time eachof the CPUsin a systemcanbe:

+ notassociateavith ary processservinga hardwareinterrupt;
- notassociatedvith any processservinga softirq, taskletor bh;
- runningin kernelspaceassociateavith a process;

« runningaprocessn userspace.

Thereis astrict orderingbetweerthese:otherthanthelastcategory (userspacegachcanonly be
pre-emptedy thoseabove. For example,while a softirgis runningona CPU, no othersoftirg will
pre-emptt, but a hardwareinterruptcan.However, ary otherCPUsin the systemexecuteindependently

We'll seea numberof waysthatthe usercontext canblockinterruptsto becomeruly non-preemptable.

User Context

Usercontext is whenyou arecomingin from a systemcall or othertrap: you cansleep,andyou own the
CPU (exceptfor interrupts)until you call schedul e() . In otherwords,usercontext (unlike userspace)
is not pre-emptable.

Note: You are always in user context on module load and unload, and on operations on the block
device layer.

In usercontext, thecur r ent pointer(indicatingthetaskwe arecurrentlyexecuting)is valid, and
in_interrupt() (i ncl ude/ asm hardirq. h)isfalse.

Caution

Beware that if you have interrupts or bottom halves disabled (see below),
i n_i nterrupt () will return a false positive.

Hardware Interrupts (Hard IRQs)

Timerticks, network cardsandkeyboardareexamplesof realhardwarewhich produceinterruptsat ary
time. Thekernelrunsinterrupthandlerswhich servicegshe hardware.The kernelguaranteethatthis
handleris neverre-enteredif anotherinterruptarrives,it is queuedor dropped) Becausét disables



Chapter2. ThePlayers

interrupts this handlerasto befast:frequentlyit simply acknavledgesheinterrupt,marksa ‘software
interrupt’ for executionandexits.

You cantell you arein a hardwareinterrupt,becausé n_i r g() returnstrue.

Caution

Beware that this will return a false positive if interrupts are disabled (see below).

Software Interrupt Context: Bottom Halves,
Tasklets, softirgs

Whenever asystemcall is aboutto returnto userspacegr a hardwareinterrupthandlerexits, any
‘softwareinterrupts’'which aremarked pending(usuallyby hardwareinterrupts)arerun
(kernel / softirqg.c).

Much of therealinterrupthandlingwork is donehere.Early in the transitionto SMP,therewereonly
‘bottom halves’ (BHs), which didn’t take advantageof multiple CPUs.Shortly afterwe switchedfrom
wind-up computersnadeof match-sticksandsnot,we abandonedhis limitation.

i nclude/ i nux/interrupt. h liststhedifferentBH's. No matterhow mary CPUsyou have, no two
BHswill runatthesametime. This madethetransitionto SMP simpler, but suckshardfor scalable
performanceA veryimportantbottomhalf is thetimer BH (i ncl ude/ | i nux/ ti mer. h): youcan
registerto haveit call functionsfor youin a givenlengthof time.

2.3.43introducedsoftirgs,andre-implementedhe (now deprecatedBHs underneatlthem.Softirgsare
fully-SMP versionsof BHs: they canrun onasmary CPUsat onceasrequired.This meanghey needto
dealwith any racesin shareddatausingtheir own locks.A bitmaskis usedto keeptrack of which are
enabledsothe 32 availablesoftirgsshouldnot beusedup lightly. (Yes peoplewill notice).

tasklets(i ncl ude/ I'i nux/i nt errupt . h) arelike softirgs,exceptthey aredynamically-reistrable
(meaningyou canhave asmary asyou want),andthey alsoguarante¢hatany taskletwill only runon
oneCPUatary time, althoughdifferenttaskletscanrun simultaneouslyunlike differentBHs).

Caution

The name ‘tasklet’ is misleading: they have nothing to do with ‘tasks’, and probably
more to do with some bad vodka Alexey Kuznetsov had at the time.

You cantell you arein a softirg (or bottomhalf, or tasklet)usingthei n_sof ti rq() macro
(i ncl ude/ asm' sof tirg. h).
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Caution

Beware that this will return a false positive if a bh lock (see below) is held.




Chapter 3. Some Basic Rules

No memoryprotection

If you corruptmemory whetherin usercontext or interruptcontet, thewholemachinewill crash.
Are you sureyou cant do whatyou wantin userspace?

No floatingpointor MMX

The FPU context is not saved; evenin usercontext the FPU stateprobablywon’t correspondvith
the currentprocessyou would messwith someuserprocessFPUstate If you really wantto do
this, youwould have to explicitly save/restorghefull FPU state(andavoid contet switches)lt is
generallya badidea;usefixed point arithmeticfirst.

A rigid stacklimit

Thekernelstackis about6K in 2.2 (for mostarchitecturesit’s about14K onthe Alpha),and
sharedwith interruptssoyou cant useit all. Avoid deeprecursionandhugelocal arrayson the
stack(allocatethemdynamicallyinstead).

TheLinux kernelis portable

Let's keepit thatway. Your codeshouldbe 64-bit clean,andendian-independenYou shouldalso
minimize CPU specificstuf, e.g.inline assemblyshouldbe cleanlyencapsulatedndminimizedto
easeporting.Generallyit shouldberestrictedto thearchitecture-dependepartof thekerneltree.



Chapter 4. ioctls: Not writing a new
system call

A systemcall generallylookslik e this

asnl i nkage int sys_mycall (int arg)
{

return O;

}

First,in mostcases/ou don't wantto createa new systemcall. You createa charactedevice and
implementanappropriataoctl for it. Thisis muchmoreflexible thansystemcalls,doesnt have to be
enteredn every architecturesi ncl ude/ asni uni st d. h andar ch/ ker nel / ent ry. Sfile, andis
muchmorelikely to beacceptedy Linus.

Insidetheioctl you're in usercontext to a processWhena erroroccursyou returna negatederrno(see
i ncl ude/ | i nux/ errno. h), otherwiseyou returnO.

After you sleptyou shouldcheckif asignaloccurredthe Unix/Linux way of handlingsignalsis to
temporarilyexit the systemcall with the - ERESTARTSYS error. The systemcall entry codewill switch
backto usercontet, procesghe signalhandlerandthenyour systemcall will berestartequnlessthe
userdisablecdthat). Soyou shouldbe preparedo processherestart,e.g.if you'rein themiddle of
manipulatingsomedatastructure.

if (signal_pending())
return - ERESTARTSYS;

If you'redoinglongercomputationsfirst think userspacdf youreally wantto doit in kernelyou should
regularly checkif you needto give up the CPU (remembethereis cooperatie multitaskingper CPU).
Idiom:

if (current->need_resched)
schedul e(); /* WII sleep */

A shortnoteoninterfacedesignithe UNIX systemcall mottois "Provide mechanismot policy".

10



Chapter 5. Recipes for Deadlock

You cannotcall any routineswhich maysleep,unless:

« Youarein usercontext.
« Youdonotown ary spinlocks.

- Youhaveinterruptsenabledactually Andi Kleensaysthatthe schedulingcodewill enablethemfor
you, but that’s probablynot whatyou wanted).

Note thatsomefunctionsmay sleepimplicitly: commononesarethe userspaceaccessunctions
(*_user)andmemoryallocationfunctionswithout GFP_ATOMIC.

Youwill eventuallylock up yourboxif you breaktheserules.

Really.

11



Chapter 6. Common Routines

printk() i nclude/linux/kernel.h

print k() feedskernelmessagew theconsoledmesgandthesyslogdaemonlt is usefulfor
deluggingandreportingerrors,andcanbe usedinsideinterruptcontext, but usewith caution:a machine
which hasits consolefloodedwith printk messages unusablelt usesaformatstringmostlycompatible
with ANSI C printf, andC string concatenatiomo giveit afirst "priority” argument:

printK(KERN_INFO "i = %\n", i);

Seei ncl ude/ | i nux/ ker nel . h; for otherKERN_ values;theseareinterpretedoy syslogasthelevel.
Specialcasefor printingan|P addressise

__Uu32 ipaddress;
printkK(KERN_I NFO "y ip: %. %l. %d. %@\ n", N PQUAD(i paddress));

print k() internallyusesa 1K buffer anddoesnot catchoverruns Make surethatwill beenough.

Note: You will know when you are a real kernel hacker when you start typoing printf as printk in your
user programs :)

Note: Another sidenote: the original Unix Version 6 sources had a comment on top of its printf
function: "Printf should not be used for chit-chat". You should follow that advice.

Co to/fro user [ get user () / put user
ingyﬁge/asniggﬁcessgh 9et - O Iput_ 0
[SLEEPS]

put _user () andget _user () areusedto getandputsinglevalues(suchasanint, char, or long) from
andto userspaceA pointerinto userspacshouldnever be simply dereferenceddatashouldbe copied
usingtheseroutines.Both return- EFAULT or 0.

copy_to_user() andcopy_from user () aremoregeneralthey copy anarbitraryamountof datato
andfrom userspace.

12



Chapter6. CommorRoutines

Caution

Unlike put _user () and get _user (), they return the amount of uncopied data (ie.
0 still means success).

[Yes,this moronicinterfacemakesme cringe.Pleasesubmita patchandbecomeamy hero—RR.]

Thefunctionsmaysleepimplicitly. This shouldneverbe calledoutsideusercontext (it makesno sense),
with interruptsdisabled or aspinlockheld.

kmal | oc() /kfree() i nclude/linux/slab.h

[MAY SLEEP:SEEBELOW]

Theseroutinesareusedto dynamicallyrequespointeralignedchunksof memory like mallocandfree
doin userspaceyut kmal | oc() takesanextraflagword. Importantvalues:

GFP_KERNEL

May sleepandswapto freememory Only allowedin usercontext, but is the mostreliableway to
allocatememory

GFP_ATOM C

Don't sleep.LessreliablethanGFP_KERNEL, but maybe calledfrom interruptcontext. You should
really have a goodout-of-memoryerrorhandlingstrateyy.

GFP_DMA

AllocatelISA DMA lowerthan16MB. If you don't know whatthatis youdon't needit. Very
unreliable.

If youseeakmem_grav: Callednonatomicallyfrom int warningmessaggou calleda memory
allocationfunctionfrom interruptcontext without G-P_ATOM C. You shouldreally fix that.Run,don’t
walk.

If you areallocatingatleastPAGE_SI ZE (i ncl ude/ asnf page. h) bytes,considersing
__get_free_pages() (i ncl ude/ i nux/ nm h). It takesanorderargument(0 for pagesized,1 for
doublepage,2 for four pagesetc.)andthe samememorypriority flag word asabove.

If you areallocatingmorethana pageworth of bytesyou canusevnal | oc() . It'Il allocatevirtual
memoryin thekernelmap.This blockis notcontiguousn physicalmemory but the MMU malkesit look
likeit is for you (soit’ Il only look contiguougo the CPUs,notto externaldevice drivers).If youreally
needlarge physicallycontiguousmemoryfor someweird device, you have a problem:it is poorly

13
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supportedn Linux becausaftersometime memoryfragmentatiorin arunningkernelmalkesit hard.
Thebestway is to allocatethe block earlyin thebootprocess.

Beforeinventingyour own cacheof often-usedbjectsconsiderusinga slabcachein
i nclude/linux/slab.h

current i nclude/asnm current. h

This globalvariable(really a macro)containsa pointerto the currenttaskstructure sois only valid in
usercontext. For example ,whena processnakesa systemcall, thiswill pointto thetaskstructureof the
calling processilt is not NULL in interruptcontext.

| ocal irq_save()/local irq restore
|nclu6e/gsnisyg%en1h - 0

Theseroutinesdisablehardinterruptson thelocal CPU,andrestorethem.They arereentrantsaving the
previousstatein theironeunsi gned | ong fl ags argumentlf youknow thatinterruptsareenabled,
you cansimplyusel ocal _i r q_di sabl e() andl ocal _i rq_enabl e() .

| ocal _bh_disabl e()/l ocal _bh_enabl e()
I ncl ude/asm softirq.h

Theseroutinesdisablesoftinterruptson thelocal CPU,andrestorethem.They arereentrantijf soft
interruptsweredisabledbefore they will still be disabledafterthis pair of functionshasbeencalled.
They preventsoftirgs,taskletsandbottomhalvesfrom runningon the currentCPU.

SNp_processor |d(ycpu [ nunber /| ogi cal ] _map()
i ncTude/ asnm snp. h

snp_processor _i d() returnsthe currentprocessonumber betweerfD andNR_CPUS(themaximum
numberof CPUssupportedy Linux, currently32). Thesevaluesarenot necessarilycontinuousto geta
numberbetweerD andsnp_num cpus() (thenumberof actualprocessori this machine)the
cpu_nunber _map() functionis usedto mapthe processoid to alogical number

cpu_|l ogi cal _map() doesthereverse.

14
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__Init/__exit/_initdatai ncl ude/linux/init.h

After boot,the kernelfreesup a specialsection;functionsmarkedwith __init anddatastructuresmarked
with __initdataaredroppedafter bootis complete(within modulesthis directive is currentlyignored).
__«&it is usedto declarea functionwhichis only requiredon exit: thefunctionwill be droppedf thisfile
is not compiledasa module.Seethe headeffile for use.

__dinitcall ()/modul e_init()
Include/linux/init. h

Marny partsof thekernelarewell senedasamodule(dynamically-loadabl@artsof the kernel).Using
thermodul e_i ni t () andnodul e_exi t () macrost is easyto write codewithout #ifdefswhich can
operateébothasa moduleor built into thekernel.

Thenodul e_i ni t () macrodefineswhich functionis to be calledat moduleinsertiontime (if thefile is
compiledasa module),or atboottime: if thefile is not compiledasa modulethenodul e_i ni t ()
macrobecome®quialentto __i ni t cal | (), whichthroughlinker magicensureghatthefunctionis
calledonboot.

Thefunctioncanreturna negative errornumberto causemoduleloadingto fail (unfortunatelythis has
no effectif themoduleis compiledinto the kernel).For modulesthisis calledin usercontext, with
interruptsenabledandthekernellock held,soit cansleep.

nmodul e_exit() include/linux/init.h

This macrodefineghefunctionto be calledat moduleremoval time (or never, in the caseof thefile
compiledinto thekernel).lt will only becalledif the moduleusagecounthasreachedzero.This
functioncanalsosleep but cannotfail: everythingmustbe cleanedup by thetimeit returns.

MOD | NC USE_CQOUNT/MOD DEC USE COUNT
I ncT'ude’ | i nux/ nodul e.”h

Thesemanipulatehe moduleusagecount,to protectagainstemoval (a modulealsocant beremovedif
anothemoduleusesoneof its exportedsymbols:seebelaw). Every referenceo the modulefrom user
context shouldbereflectedby this counter(e.g.for every datastructureor soclket) beforethe function
sleepsTo quoteTim Waugh:

/* THIS IS BAD */
foo_open (...)

{

15
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stuff..
if (fail)
return - EBUSY;
sl eep.. (mght get unloaded here)
stuff..
MOD_| NC_USE_COUNT;
return O;

}

/* THHS IS GOOD /
foo_open (...)
{
MOD_| NC_USE_COUNT;
stuff..
if (fail) {
MOD_DEC _USE_COUNT;
return -EBUSY;
}
sl eep.. (safe now)
stuff..
return O;

16



Chapter 7. Wait Queues
| nclude/linux/wait.h

[SLEEPS]

A wait queueis usedto wait for someongo wake you up whena certainconditionis true. They mustbe
usedcarefullyto ensurehereis noracecondition.You declareawait_queue_head_andthenprocesses
whichwantto wait for thatconditiondeclareawait_queue_teferringto themseles,andplacethatin
thequeue.

Declaring

Youdeclareawait_queue_head usingthe DECLARE_WAI T_QUEUE_HEAD() macro,or usingthe
i nit_waitqueue_head() routinein yourinitialization code.

Queuing

Placingyourselfin thewaitqueuds fairly complex, becauseg/ou mustput yourselfin thequeuebefore
checkingthe condition.Thereis amacroto dothis:wai t _event _i nterrupti bl e()

i ncl ude/ | i nux/ sched. h Thefirst agumentis thewait queuehead,andthe seconds anexpression
whichis evaluatedthe macroreturnsO whenthis expressioris true,or -ERESTARTSY Sif asignalis
receved.Thewai t _event () versionignoressignals.

Waking Up Queued Tasks

Callwake_up() i ncl ude/ li nux/ sched. h;, whichwill wake up every processn thequeue.The
exceptionis if onehasTASK_EXCLUSI VE set,in which casetheremaindernf the queuewill notbe
woken.

17



Chapter 8. Atomic Operations

Certainoperationsareguaranteeatomicon all platforms.Thefirst classof operationsvork on atomic_t
i ncl ude/ asm at oni c. h; this containsa signedinteger (atleast32 bits long), andyou mustusethese
functionsto manipulateor readatomic_tvariablesat onmi c_r ead() andat onmi c_set () getandsetthe
counterat omi c_add() , at omi ¢c_sub() ,atom c_i nc(), at oni c_dec() ,and

at onmi c_dec_and_t est () (returnstrueif it wasdecrementetb zero).

Yes.It returnstrue(i.e. != 0) if theatomicvariableis zero.

Notethatthesefunctionsaresloverthannormalarithmetic,andso shouldnot be usedunnecessarilyOn
someplatformsthey aremuchslower, lik e 32-bit Sparcwherethey usea spinlock.

Theseconcclassof atomicoperationss atomichit operationsgdefinedin i ncl ude/ asni bi t ops. h.
Theseoperationgyenerallytake a pointerto thebit pattern,anda bit number:0 is theleastsignificantbit.
set_bit(),clear_bit() andchange_bit () set,clear andflip thegivenbit.

test _and_set _bit(),test_and_clear_bit() andtest_and_change_bit () dothesamething,
exceptreturntrueif thebit waspreviously set;theseareparticularlyusefulfor very simplelocking.

It is possibleto call theseoperationswith bit indicesgreaterthan31. Theresultingbehaior is strangeon
big-endianplatformsthoughsoit is a goodideanotto do this.

18



Chapter 9. Symbols

Within the kernelproper thenormallinking rulesapply (ie. unlessa symbolis declaredo befile scope
with the statickeyword, it canbe usedarnywherein thekernel).However, for modulesa specialexported
symboltableis keptwhich limits the entry pointsto the kernelproper Modulescanalsoexport symbols.

EXPORT_SYMBOL() i ncl ude/l i nux/nodul e. h

Thisis the classicmethodof exportinga symbol,andit worksfor bothmodulesandnon-modulesin the
kernelall thesedeclarationsreoftenbundledinto a singlefile to helpgenksymgwhich searchesource
files for thesedeclarations)Seethe commenton genksymsandMakefilesbelow.

EXPORT_SYMIAB

For corvenienceamoduleusuallyexportsall non-file-scopesymbols(ie. all thosenot declaredstatic).If
thisis definedbeforei ncl ude/ | i nux/ modul e. h is included,thenonly symbolsexplicit exportedwith
EXPORT_SYMBOL() will beexported.

19



Chapter 10. Routines and Conventions

Double-linked lists i ncl ude/l i nux/list.h

Therearethreesetsof linked-listroutinesin thekernelheadersbut this oneseemso bewinning out
(andLinus hasusedit). If youdon't have someparticularpressingneedfor a singlelist, it'sa good
choice.In fact,| don't carewhetherit’s agoodchoiceor not, just useit sowe cangetrid of theothers.

Return Conventions

For codecalledin usercontext, it's very commonto defy C corvention,andreturn0 for successanda
negative errornumber(eg. -EFAULT) for failure. This canbe unintuitive atfirst, but it’ s fairly
widespreadn the networking code for example.

ThefilesystemcodeusesERR _PTR() i ncl ude/ | i nux/ fs. h; to encodea negative errornumberinto a
pointer andl S_ERR() andPTR_ERR() to getit backoutagain:avoidsa separatgointerparametefor
theerrornumberlcky, butin agoodway.

Breaking Compilation

Linus andthe otherdeveloperssometimegshangeunctionor structurenamesn developmenkernels;
thisis not donejustto keepeveryoneontheirtoes:it reflectsafundamentathanggeg. cannolongerbe
calledwith interruptson, or doesextrachecksor doesnt do checkswhich werecaughtbefore).Usually
thisis accompaniedby afairly completenoteto thelinux-kernelmailing list; searchthearchive. Simply
doinga globalreplaceon thefile usuallymakesthingsworse

Initializing structure members
The preferredmethodof initializing structuress to usethe gccLabeledElementsextension eg:

static struct bl ock_device_operations opt_fops = {

open: opt _open,

rel ease: opt _rel ease,
ioctl: opt _ioctl,
check_nedi a_change: opt _nedi a_change,

20



Chapter10. Routinesand Corventions

This makesit easyto grepfor, andmakesit clearwhich structurefieldsareset.You shoulddo this
becausét lookscool.

GNU Extensions

GNU Extensionsareexplicitly allowedin theLinux kernel.Notethatsomeof themorecomplex ones
arenotverywell supporteddueto lack of generaluse,but thefollowing areconsideredtandardseethe
GCCinfo pagesection"C Extensions'for moredetails- Yes,really theinfo page the manpageis only a
shortsummaryof the stuff in info):

+ Inline functions

« Statemenexpressiongie. the ({ and}) constructs).

+ Declaringattributesof afunction/ variable/ type (__attrilute_ )
+ Labeledelements

« typeof

« Zerolengtharrays

- Macrovarags

- Arithmetic onvoid pointers

+ Non-Constaninitializers

« Assemblednstructiong(not outsidearch/andinclude/asm/)
« Functionnamesasstrings(__ FUNCTION_ )

« _ huiltin_constant_p()

Be wary whenusinglong longin the kernel,the codegccgenerate$or it is horribleandworse:division
andmultiplicationdoesnotwork on i386 becaus¢he GCCruntimefunctionsfor it aremissingfrom the
kernelervironment.

C++

Using C++in thekernelis usuallya badidea,becaus¢he kerneldoesnot provide the necessaryuntime
ervironmentandtheincludefiles arenottestedfor it. It is still possible but notrecommendedf you
really wantto dothis, forgetaboutexceptionsat least.

21



Chapter10. Routinesand Corventions

#if
It is generallyconsiderealeanerto usemacrosin headefiles (or atthetop of .c files) to abstractway
functionsratherthanusing‘#if ' pre-processostatementshroughouthe sourcecode.

22



Chapter 11. Putting Your Stuff in the
Kernel

In orderto getyour stuff into shap€or official inclusion,or evento make a neatpatch,theres
administratve work to bedone:

+ Figureoutwhosepondyou've beenpissingin. Look atthetop of the sourcefiles, insidethe
MAI NTAI NERS file, andlastof all in the CREDI TS file. You shouldcoordinatewith this personto make
sureyou're not duplicatingeffort, or trying somethinghat's alreadybeenrejected.

Make sureyou putyour nameandEMail addresstthe top of ary files you createor mangle
significantly Thisis thefirst placepeoplewill look whenthey find a bug, or whenthey wantto make a
change.

+ Usuallyyouwanta configurationoptionfor your kernelhack.Edit Conf i g. i n in theappropriate
directory(but underar ch/ it's calledconf i g. i n). The ConfigLanguageusedis notbash,even
thoughit lookslike bash;the safeway is to useonly the constructdhatyou alreadyseein Confi g. i n
files (seeDocunent at i on/ kbui | d/ confi g- | anguage. t xt ). It'sgoodto run"make xconfig" at
leastonceto test(becausét’ stheonly onewith a staticparser).

Variableswhich canbeY or N usebool followedby ataglineandthe configdefinename(which must
startwith CONFIG_).Thetristatefunctionis the same but allows theansweiM (which defines
CONFIG_foo_MODULEin your sourcejnsteadof CONFIG_FOO)if CONFIG_MODULESIs
enabled.

You maywell wantto make your CONFIG optiononly visible if CONFIG_EXPERIMENRL is
enabledthis senesasawarningto users Theremary otherfang thingsyou cando: seethethe
variousConf i g. i n filesfor ideas.

- Editthemakef i | e: the CONFIGvariablesareexportedheresoyou canconditionalizecompilation
with ‘ifeq’. If yourfile exportssymbolsthenaddthe namesto MX_0OBJS or OX_0OBJS insteadof
M _OBJS or O _0BJS, sothatgenksymawill find them.

« Documentyour optionin Documentation/Configure.helplentionincompatibilitiesandissueshere.
Definitely endyour descriptiorwith “ if in doubt,sayN " (or, occasionally‘Y’); thisis for people
who have noideawhatyou aretalking about.

« Putyourselfin CREDI TS if you've donesomethingnotevorthy, usuallybeyonda singlefile (your
nameshouldbeatthetop of the sourcefiles anyway). MAI NTAI NERS meansyou wantto be consulted
whenchangesremadeto a subsystemandhearaboutbugs;it impliesamore-than-passing
commitmento somepartof thecode.
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Chapter 12. Kernel Cantrips

Somefavoritesfrom browsingthe source Feelfreeto addto this list.

i ncl ude/ | i nux/ brl ock. h:

extern inline void br_read_| ock (enum brl ock_i ndi ces i dx)
{
/*
* This causes a link-time bug nmessage if an
* invalid index is used:
*/
if (idx >= __ BR_END)
__br_lock_usage_bug();

read_l ock(& _brlock_array[snp_processor _id()][idx]);

include/linux/fs.h:

/*

* Kernel pointers have redundant information, so we can use a
* schenme where we can return either an error code or a dentry
* pointer with the sane return val ue.

*

* This should be a per-architecture thing, to allow different
* error and pointer decisions.

*/

#defi ne ERR_PTR(err) ((void *)((long)(err)))

#defi ne PTR_ERR(ptr) ((long)(ptr))

#define IS _ERR(ptr) ((unsigned long)(ptr) > (unsigned | ong)(-1000))

ncl ude/ asm i 386/ uaccess. h:

#define copy_to_user(to,fromn) \
(__builtin_constant_p(n) ? \
__constant_copy_to_user((to),(from,(n)) : \

__generic_copy_to_user((to),(from,(n)))

arch/ sparc/ kernel / head. S:

/*
* Sun people can’'t spell worth damm. "conpatability" indeed.
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* At |east we *know* we can’t spell, and use a spell-checker.
*/

/* Unh, actually Linus it is | who cannot spell. Too nuch nurky
* Sparc assenbly will do this to ya.

*/

C _LABEL(cputypvar):
.asciz "conpatability"

/* Tested on SS-5, SS-10. Probably soneone at Sun applied a spell-checker. */
.align 4

C _LABEL( cputypvar_sundm:
.asciz "conpati bl e"

arch/sparc/lib/checksum S:

/* Sun, you just can’t beat ne, you just can't. Stop trying,

* give up. |I'mserious, | amgoing to kick the living shit
* out of you, gane over, lights out.
*/
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